Ycnosus npepocTasnenus yenyr AO “UOT”

yC/noBuA
npeaocTaBneHUsa ycayr

1. Hacroswme Ycnosua npenoctaBiaeHUs yCaAyr KOHKPETM3NPYIOT NOPAA0K AehcTenii/6e3aeiicTeunii Monb3osaTens npu
ucnonb3oBaHun Ycayr lMpoBaigepa M ABAAIOTCA HeoTbeMiemMol 4actbto [ly6anyHoro porosopa-odepTbl Ha
npeaoCcTaBAEHNE BbIYUCAUTENBHOMN CPeabl, @ TAaKKe AOrOBOPOB, 3aK/IIOYEHHbIX B MTMCbMEHHOM BUAE.

2. Monb3oBaTento 3anpeLlaeTcs NOAb30BATLCA YCAyramMuv ANs XpPaHeHWA, PacnpocTpaHeHua, ny6avKauum M MHOro
NCNONb30BaHUA MHPOPMALIMK, HAaPYLLAIOLLEN POCCUICKOE U MEXAYHAPOLAHOE 3aKOHO4ATENbCTBO, B T.4.(BK/ItOYas, HO
He OrpaHUYMBasCDH):

2.1. 06bEKTbI NpaBa, NMOJHOCTbIO UM YACTUYHO 3aLMLLEHHbIE aBTOPCKMMU, CMEKHBIMU MW UHBIMW NPaBaMm,
6e3 paspelleHunsa NnpaBoobaasaTens Ha UCNOb30BaHME TaKMX OO BEKTOB;

2.2. KOHTEHT, coaepKalmii u/unm nponaraHaMpyoLWwmii nopHorpaduio, AETCKYI0 3POTUKY, PEKAAMY MHTUMHbIX YCIyT
v ap.;

2.3. BPeAOHOCHbIN, KNEBETHUYECKUIA KOHTEHT, COAEPMKaLLMIA yrpo3bl u/nam ockopbneHus;

2.4. KOHTEHT, cogepalumii n/muam nponaraHAMpyoLWmMin HEHaBUCTb (AUCKPUMMHALMIO) MO PACOBOMY, STHUYECKOMY,
NoN0BOMY, PEIMTMO3HOMY, COLMANbHOMY U APYTMM NPU3HAKaMm;

2.5. KOHTEHT, CMoCOBCTBYIOWMIA Pa3KUTaHUIO MEKHaLMOHANbHOMW PO3HKU, MOACTPEKAIOWMIA K Hacuamio u/mam K
b6ecyenoBeyHoOMy 06paLLEHMIO HAd KAKUM-TNMOO INLLOM, TPYNMNOMN NL, }KUBOTHbIMU;

2.6. KOHTEHT, cofeprKaliMii Npu3biBbl K COBEPLUEHUIO NPOTMBONPABHOM AEATE/bHOCTM, OMMUCbIBAIOLLMIA NOPALOK
W3roTOBAEHUA U/UAN NPUMEHEHWNA OPY}KMA, B3PbIBYATHIX BELLECTB M T.M.;

2.7. MAeHTMOUKALMOHHbIE N/UAK NepcoHanbHble AaHHble TPeTbUX ANl (MMeHa, agpeca, TenedoHHble Homepa u ap.),
KpOMe C/ly4aeB, KOrAa yKasaHHble nua NpAMO ynoaHoOMouYnAKn Nonb3oBaTena Ha Takoe UCNO1b30BaHUE;

2.8. nporpammHoe obecreyeHue, npegHasHaYyeHHoe gns paboTbl ¢ PakiIo0OMEHHbIMU CETAMM, BKOYAA, HO He
orpaHuuymBancek: eDonkey, BitTorrent u 1.n.;

2.9. nporpaMmHoe obecrneyeHne, NO CBOEMY AEUCTBUIO COOTBETCTBYHOLWEE AEMCTBUIO KOMMbIOTEPHbLIX BUPYCOB,
XaKePCKMX MPOrpamm, TPOAHCKMUX W LUMMOHCKUX NMPOrpamm, NPOrpamm Kaacca spyware 1 T.n.; npegHasHayeHHoe
ONA  HApyLWeHWUs, YHUUTOXKeHMA Mbo orpaHuyeHua ¢YHKLMOHANBbHOCTU oBOro KOMMbIOTEPHOTO WAU
TeNEKOMMYHMKaUMOHHOIO NPOrpamMmMHO-annapaTHoOro obecneyeHus; ans OCYyLLEeCTBAEHMA
HECAHKUMOHMPOBAHHOIO A0CTyNa; pasMelleHMe WHOOPMauunm O NOpALKe COBeplleHUA  LeNCTBUM,
HanpaB/ieHHbIX Ha HECAHKUMOHMPOBAHHOE nosydyeHne uMHbOpMaLMKM, A[OCTyNa WAW  HapylleHue
GYHKUMOHANbHOCTU KOMMBIOTEPHOTO UN TEIEKOMMYHMKaLMOHHOTO 060pyA0BaHMA.

2.10. Wcnonb3oBaHne B MNyb6AMYHbIX, KOMMEPYECKMX W WHbIX uenax Ycnyr [lposakgepa A48 opraHu3auum,
MCNONb30BaHMA, PACNPOCTPAHEHMA, PEKNAMUPOBAHUA W  WMHOTO  WCMOJIb30BAaHWUA  tOObIX  CPeacTs,
npefHa3HayeHHbIX (BKAtOYasA, HO He OTPaHNYMBAACH): ANA PaboTbl 3alMPPOBAHHBIX KaHAOB CBA3M (TyHHenew)
n/van MHPPaCTPYKTYypbl (CeBEPHOro, MOCPEAHUYECKOro, K/JAMEHTCKOro MPOrpaMMHOro MAM annapaTHoro
obecneueHuns gns VPN (Virtual Private Network)), Bkaoyas cnyydaun, Korga npenoctasnsembie MpoBaiigepom
BblumcinTebHblE Cpedbl ABAAKOTCA KOHEUYHbIMM WM MPOMENKYTOUHbIMM TOUYKAMU TaKuMX KaHanos wn/uau
NMHPPACTPYKTYpbI; A1A paboTbl CPeACTB COKpbITMA IP-aapecos n/uau IP-noaceteit; ana obxona 6/10KkMpPoBOK. K
YKa3aHHbIM B HAaCTOALWEM MYHKTE CPeAcTBaM OTHOCATCA (BK/KoYasA, HO HEe OrpPaHNYMBanACD):

* [poKcu-cepBepbl, aHOHMMAalM3epbl pasauyHoro Tuna (Nobble cpeacTBa AOCTyNa K pecypcam ceTu
MNHTepHeT 6e3 packpbiTua cobecteeHHoro IP-aapeca, SOCKS 4/5);

* CneumanmsnpoBaHHble NPOTOKOAbI Ana obxoga 6ao0kupoBok (Shadowsocks, VMess, VLESS, Hysteria, Tuic,
NaiveProxy);

* Cpeactea VPN (WireGuard, AmneziaWG, OpenVPN, GO Simple Tunnel);

* CpeacTtBa macknpoBku n obedyckaumm (Stunnel, Obfsproxy, GreenTunnel, Cloak);

* Cpeactea DNS- 1 ICMP-TyHHeNMPOBaHUS;

* AHOHUMU3UpYloLwme ceTn (Tor, I12P, Freenet);

* [leueHTpanusoBaHHble U P2P-ceTu (Peer-to-Peer VPN, ZeroTier, Tailscale).

3. Monb3oBaTento 3anpelaeTca MONb30BaTbCA YCAyramuM ANA  OCYLLECTB/IEHUS HefobpOoCOBECTHbIX AEUCTBUN,
3710ynoTpebneHns NpeaocTaBaeHHbIMKM NPaBaMM, OCYLLECTBNEHNA MHbIX BUAOB AEATEIbHOCTM, HapyLUAoLWMX NpaBa
TPEeTbUX /1ML, B T.4. (BK/tOYASA, HO HE OTPAHUYMNBAACH):

3.1. opraHusaumMa W/MAM WUCNONb30BaHME CUCTEM WAM 3NEMEHTOB CUCTEM ANA 06CAYXKMBaHWA, pacyeTa U
aKcnayaTauumn undpoBsbIX BaaloT (mining, MalHMHS, «A06blua» KPMNTOBANKOT, pacnpeaenéHHble naaThpopmbl,
Co34aHMe HOBbIX O/IOKOB C BO3MOMHOCTbIO MOJYyYEHWA BO3HarpaxaeHua B GoOpme HOBbIX eAuHWUU, U
KOMMCCUOHHbIX cbopoB 1 ap.);

3.2. opraHusauma W/MAM  MCNONb30BaHME OTKPbITbIX (He Tpebylowmx aBTopuU3auuKn, aHOHUMHbLIX, W/uUan
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3.3.

3.4.

3.5.

3.6.

3.7.

3.8.

3.9.

3.10.

3.11.

3.12.

npegHasHayeHHbIX A1 HeonpeaeneHHOro Kpyra Jivu) MoYTOBbIX CEPBEPOB, MPOKCU-CEPBEPOBLI, CEPBEPOB
TenekoHbepeHuunii u T.n.;

opraHusauma u/mam ocyLecTeieHme HecaHKLMOHMPOBAHHOMO A0CTYMNa U/WAK CeTeBbIX aTak, CNOCOBHbIX HAaHECTH
yuwepb n/mnu sbizsatb cb6oi NnporpammHo-annapaTHbIX cpeacTs Mposanaepa U/ mav TpeTbux auLL;

OENCTBUA, HanpaBfieHHble Ha HapyweHue ¢YHKUMOHUPOBAHUA Atobbix ceTel, BKAto4Yas ceTb WMHTepHer.
Hanpumep, npuMeHeHne HaCcTpoeK, 3aTPyLHAWNX 06MeH UHGOPMaUuen B peasibHOM BPEMEHM, B TOM Ynucae
«MPOKPYTKM» 3KPAHA CO CKOPOCTbIO, HE COOTBETCTBYIOLLEN 0ObIMHBbIM BO3MOXKHOCTAM M0/1Ib30BaTENEN NO BBOAY
MHbOPMaUMK, OTKPbITUIO AOMOJIHUTENbHbIX OKOH bOpaysepa M T.4., nepedada nporpamMmHo-annapaTHoOMy
obecneueHunio MNposanaepa u/man Tpetbux aAnL, beccmbicieHHon, becnonesHon nam speaHon nHGopmaLmu,
CO34aloWen He npousBoAmUTENbHYIO (napasuTHyl0) Harpysky Ha YKasaHHoe obopygoBaHue u/umam
NpPOMeXKyTOYHble y4acTKM CeTu; CKaHMpoBaHMe Y3108 CeTell C Le/blo BbiSBIEHUA BHYTPEHHEN CTPYKTYpbl CeTel,
YA3BMMOCTEN, CMUCKOB OTKPbITbIX MOPTOB U T.M.;

3anpewaeTca BblgaBaTb ceba 3a gpyroe ¢usMyeckoe NULO, NPeACTaBUTENs OpraHusaumm, coobuiecTtsa,
BK/IlOYas NpefocTaB/eHne He NpuHaanexawmx Nonb3oBaTtento, MM60 HeCyLWEecTBYOLWNX UAEHTUOUKALMOHHbIX
OaHHbIX (MMeHa, agpeca, TenedoHHble HOMepa, NOTUHbI, NAPOaN, aapeca 3NEeKTPOHHOW NouyTbl U T.M.), 3a
WCK/TIOYEHNEM CNYYaeB, KOr4a BAaAeNblLbl 3TUX AaHHbIX YyNoJHOMOUYNAK Nonb3oBaTeNs Ha UX UCNOJIb30BaAHUE;
danbcudmkauma csoero IP-agpeca U WHbIX UAEHTUOUKAUMOHHBIX AAHHbIX, MCMONb3YEMbIX MPU MNepeaaye
AaHHbIX B ceTu NHTepHeT;

pacnpocTpaHeHue NobbIM CNOCOOOM copeprKalLen peknamy MHbopmauumn 6e3 NPSMOro coriacua co CTOPOHbI
KOHEeYHOro nosyyatensa. Hanpumep, nMcbMa, CoepKalume CCblIKY Ha HEKUIM pecypc CEeTU U NoApasyMeBatoLme,
4TO MOJy4YaTesIb LOIKEH €0 NOCETUTb, CMam (B TOM YKC/IE - TOUCKOBBIN);

opraHusauma uU/Man ocylecTsieHne HecornacoBaHHOM OTNPABKM O4HOMO MUCbMa MHOMECTBY MoJsydyaTene,
HEeCor/1acoBaHHON MHOYKECTBEHHOM OTMPaBKM NMUCEM OLHOMY MOJIyYaTe N0, MHAA HECOTr/IaCOBAHHAA OTNPaBKa
nucem;

peKknama ToBapoB M/WUAN yCAyr, pacnpocTpaHeHMe KOTOPbIX OFPaHUYEHO U/UAK 3anpeLLeHo 3aKoHOA4aTeNbCTBOM
PO;

opraHusauma u/Mnm ocylLecTBAeHME NPUHYAUTENbHOM NOANMCKM NOYTOBOTO agpeca Ha Ntobble nepuoguyeckme
paccbinkM 6e3 npeaBapuTeNbHOrO NOATBEPKAEHWS BAAAeNbLA agpeca, MNepuoaMyecKan paccblika, He
copeprKalime ABHOMO YKasaHMA Ha cnocob OT HUX OTMMCATbCA, OTNpPaBKa MHPOPMALMKM AULAM, paHee He
BbIPa3UBLLMM ABHOIO YKeslaHUA NoAyYaTb YKasaHHY0 MHGOPMaLUIo;

opraHusauma u/mam pacnpoctpaHeHue No6bIM cNocobom CNUCKOB aApPECcOB 3NEKTPOHHOM MOYTbI TPETbUX KL,
CXeM «nupamua», MHOroypoBHeBoro (cetesoro) mapketuHra (MLM), cuctem WHTepHeT-3apaboTka u
e-mail-bM3HecoB, B TOM uuc/ie B C/yyasx, €CiM OTnpaBKa npoussBogunacb 6e3 HemnocpencTBEHHOMO
MCNo/Ib30BaHUA Ycnyr;

COBEPLLATb MHble HeEA0OPOCOBECTHbIE AeNCTBUA, 3/10yNOTPEBNATL NPeoCTaBAEHHbIMU NPaBaAMM.

4. Bcnyvae HapylweHua Monb3oBaTenem NonoKeHnin Hactosawero [lorosopa u/unm NMpunoxeHunii K Hemy Nposaiiaep no
CO6CTBEHHOMY YCMOTPEHMIO M HA OCHOBaHMM COBCTBEHHOM OLLEHKM CTEMEHUN HApYLLEHWA BNpaBge:

4.1.
4.2.
4.3.

NPWOCTAHOBUTb WM NPEKPATUTbL OKasaHue YCAyr;

yaanutb Yenyry(u);

B OAHOCTOPOHHEM (BHecyZiebHOM) nopaaKe pacToprHyTs [,orosop NnocpescTBOM HEMEA/IEHHOTO NPEKPALLEHUS
poctyna Monb3oBaTtensa K JINuHOMy KabuHeTy.
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